Security and reliability are of vital importance for a remote system to facilitate effective monitoring and management of a wide range of equipment. A distributed secure monitoring system based on blockchain and IoT technologies is proposed in the paper. Firstly, a lightweight security scheme (LSS) is proposed to provide a high level of security with reduced computational and communication costs. Secondly, the architecture of remote monitoring system is presented. An identity authentication method based on the LSS is proposed to authenticate any new node when joining the network. A secure access control method based on blockchain is also proposed to increase the security of the system in a lightweight and scalable manner. Finally, the proposed monitoring system is analyzed with regard to the security against several well-known attacks.
Introduction
The Internet of things (IoT) provides an information technological infrastructure connecting various objects and devices to computer networks through technologies such as WSN [1] . The massive data collected and aggregated by IoT systems are analyzed through techniques such as artificial intelligence (AI) and big data to create valuable information for improving the effectiveness and efficiency of various systems such as industrial control systems. Recently, research on IoT has attracted much attention.
IoT is applicable to many domains including most industrial applications. It is strongly desirable to establish a standardized and easily expandable platform for IoT industrial applications. The traditional centralized client/server model that is commonly used in Internet-based applications may create many problems. With the increasing number of nodes of networked systems, a large number of large-scale servers and hardware devices may be required in the centralized model; consequently, the maintenance costs of data collection and processing will be significantly increased. A distributed peer-topeer model may overcome this problem, through which computation and storage processes may be distributed to the devices that form the IoT network. Also, the distributed model mitigates the risk of network crash due to any single node failure.
However, the P2P model faces a series of challenges [2] , among which the security challenge is the most significant. It is highly challenging to maintain privacy and security in the IoT, such as authenticity, integrity, and confidentiality.
Blockchain (BC) [3] technology has been developed and extensively studied in recent years. Blockchain technology provides a decentralized procedure to maintain reliable databases and ensures security by using advanced cryptography. A well-known application of blockchain technology is the Bitcoin. Blockchain enables the distributed recording and storage of global data, that is, data are collectively recorded and stored by system participants rather than any centralized party. Because they are protected by advanced cryptography, timely recorded data on a blockchain are tamper-resistant and thus trustworthy. With the characteristics of being centerless, distributed, and secure, blockchain may be applied to many areas including IoT [4] [5] .
The technology of IoT can be used in security monitoring systems, but the traditional center-based system presents many limitations. First, whenever a new node joins the network, it is authenticated by the base station (BS), which is not convenient and may be ineffective for the distant nodes. Secondly, in order to cover the whole monitoring area, the remote nodes transmit data to BS by multi-hop relay, on which a malicious node in the middle may easily attack, such as by eavesdropping. The distributed characteristic of blockchain technology can resolve this problem.
In this paper, a distributed security monitoring system based on blockchain is proposed. In the proposed system, after being authenticated and joining the network, an IoT device can communicate with any other device in the device-to-device (D2D) mode. We use a technique of distributed key management for encryption, authentication, and other security procedures, which significantly reduces the costs of security as implemented by traditional key management schemes. Monitoring devices communicate with blockchain transaction nodes through API and obtain data services. The proposed system is especially useful to networks that may network topology during applications; security is easily maintained and energy consumption is reduced by using the blockchain technology.
The rest of the paper is organized as follows. The next section presents the background and related works. Section 3 presents the proposed lightweight security scheme (LSS). In Section 4, the system architecture and design details are given. Various solutions related to blockchain security are discussed and analyzed in Section 5. Finally, the concluding remarks and future work are given in Section 6.
Related Work
A wide range of industrial and domestic IoT applications have been developed and deployed in recent years such as automated monitoring, control, management, and maintenance. With the development of the IoT industry, much attention has been paid to security and privacy protection. The current centralized system stores all monitoring data and control information on the central server(s), for example, video signals transmitted by cameras, calling records recorded by microphones, and signals that are used to control the turning on and off of electrical devices in homes. The security of the systems is of vital importance to the IoT applications.
Blockchain technology that underpins the well-known crypto currency, Bitcoin, has been recently used to protect security and privacy in peer-to-peer networks with similar topologies to IoT. The characteristics of blockchain technology include traceability, decentralization, confidentiality, integrity, anonymity, and tamper-resistance. Blockchain technology may be used in IoT to provide decentralized data collection, processing, and storage. As the data is not controlled by a single cloud service provider, and all the transmitted data is protected using advanced cryptographic techniques by default in blockchains, a high level of security may be achieved for the user's data. Unfortunately, generating and maintaining blockchains are computationally expensive and involve high bandwidth overhead and delays, which are not desirable for IoT applications consisting of resource-constrained devices.
Attempts recently have been made in the application of blockchain to IoT to enhance IoT security (e.g. [6] ). In [7] , a new distributed secure IoT network architecture named DistBlockNet was proposed and is built on an SDN (Software Defined Networking) based network using blockchain technology to achieve security, including threat prevention, data protection, and access control. In [8] , the possibility of using blockchain technology for the security of IoT was studied, and an architecture solution based on blockchain with complementary off-chain database technology was presented.
In [9] , the authors described a method for IoT devices to achieve industrial grade reliability for information transmission from wireless sensor systems to production systems using blockchain technologies and designed a high-level communication protocol based on blockchain. The authors of [10] proposed a blockchain-based framework for industrial IoT that enables communications of IoT devices with the cloud as well as the blockchain network.
The technologies of smart cities have been developed and studied extensively. Integrating smart grids, services, buildings, houses, and appliances, and being able to interact, connect, and control remotely, smart cities help us achieve a better quality of life. In [11] , a conceptual framework was proposed, and the authors explored a set of fundamental factors that make a city smart from a sharing economy perspective. They discussed what the emerging blockchain technology might contribute to these factors and how it can help smart cities develop sharing services. In [12] , a smart district model was developed, which is a necessary step to build a smart city that is integrated into a platform based on IoT and blockchain.
Furthermore, IoT and blockchain technologies have been applied in smart homes. In [13] , the authors proposed a new secure, private, and lightweight hierarchical architecture for IoT, based on blockchain technology. The proposed architecture consists of smart homes, an overlays network, and cloud storage, coordinating data transactions with blockchain to provide privacy and security. They use different types of blockchain depending on where in the network hierarchy a transaction occurs, and they use distributed trust methods to ensure a decentralized topology. The certification process of this scheme is more complex and requires multiple hardware entities to participate. In [14] , a tiered Lightweight Scalable Blockchain (LSB) that is optimized for IoT requirements was proposed, and the authors studied the LSB in a smart home setting as a representative example for broader IoT applications.
The Light Weight Security Method for IoT
The lightweight security protocol we proposed in [15] includes the processes of lightweight encryption, key management, and identity authentication. The security is ensured by the procedure of one-key-for-one-file encryption and the security of the key management. Encryption and decryption are executed using a probabilistic encryption procedure or using hashed key.
The structure of the proposed lightweight security algorithm is shown in Figure 1 . Let S be the sending party and R be the receiving party. Firstly, a large key store for legitimate users should be prepared in advance. The key store seed can be stored in the device's hardware security module [16] . When an attacker physically disrupts the device and tries to extract it without successfully authenticating, it will be deleted by the device automatically. Each key () k  is efficiently generated through the key storage seed K and index  shared by the users and devices. (The key is uniquely determined by  and the seed K in the storage pool). There is no need to transfer keys or maintain them between devices. From the information theory point of view, the key management program is safe, which means that no information about the key is disclosed when the key index is transmitted. The key generation, allocation, and usage are specified as follows: 1) To encrypt x , the sender first needs to pick a random key index  and seed K in the key store and then generate an encryption key () k  using an efficient algorithm. 1 2 3 ( , , , , )
is a key with n bits, 1 2 3 ( , , , , )
 is information with n bits, and the method of encryption and decryption are shown in Equation (1) .
, r is a random string (independent from the key and plaintext), and h is a random oracle implementation by using a hash function. The key store seed K is an L-bit random string, written as
It is used to generate cryptographic keys of length () 
is bit by bit binary addition.
Here, the sum of the integers m and j is related to the module L , so the key store is 2) The receiver uses  to regenerate key () k  using the same key index  and the same key generation process, and then it verifies decryption or authentication.
Design of Secure Monitoring System based on Blockchain

System Architecture
A monitoring system model is shown in Figure 2 and can be used in a variety of applications, such as school, company, warehouse, wharf, and other security monitoring systems. Monitoring nodes i S can be set in different locations in the monitoring area according to the needs of monitoring. They transmit and relay data to each other by the Ad hoc method. Due to the limited communication range of the nodes, a multi-hop routing is usually required to relay the data. Monitoring nodes can be sensors that collect temperature and humidity, or cameras. M is a mobile terminal, and a security officer can use them to access any sensor node (include BS) over the monitoring area. This kind of distributed topology can flexibly increase and delete nodes according to monitoring needs without producing wireless "dead zones". A new node can be added to the network without central node authentication. Some monitoring data should be stored in BS with enough storage space and data process ability. The public blockchain network can be formed among the BS with the same method. 
New Node Identity Authentication and Join the Network
In order to meet the monitoring requirements, we need to deploy monitoring nodes distributed in different locations. In order to preserve the privacy of sensitive data, the requester device must first authenticate itself to the provider device and gain authorization to access the data. These nodes can communicate with existing nodes in the form of D2D, and they can be authenticated using public and private blockchains to achieve the expansion of the IoT network.
There are different types of nodes in IoT, either a sensor or a webcam. As we discussed in section 2.2, a security module with key store seeds should be pre-configured in the hardware before accessing the work. When a node wants to join the network, it must register itself to the network, obtain the legal list of other nodes, and communicate with other nodes by the D2D method. Only the authenticated nodes can be added to the blockchain service.
When a new legitimate device joins a local network system for the first time, the system administrator configures it through some security method (such as a manual method), so what the device shares is unique and secret with the BS or other devices. With this configuration procedure, the new device also knows the identity of other devices. These identities may then be maintained by a hardware security module.
For any two devices whose secret identities are i S and j S respectively, i S is the existing legal node and j S wants to join the network. They authenticate each other as follows:
Step 1 i S sends the join request to j S , as shown in Equation (3).
Where i  is a randomly selected key index, TS is a timestamp (used to prevent replay), and () F  is a valid cipher.
Step 2 Using the key index i  , j S generates the key () i k  and decrypts i S , as shown in Equation (4).
S verifies i S (obtained from BS or CH) by comparing the decrypted content with the identity of i S .
Step 3 In order to verify i S , j S randomly selects the key index j  and generates the key () j k  . j S will send the following content to i S , where j P is the password to join the network, as shown in Equation (5). 
Step 4 Using the key index j
S generates the key () j k  and decrypts the j P of j S , as shown in Equation (6).
i S thus obtains the identity of .
j P
Step 5 i S can access the network by .
j P 4.3. The Design of Local Blockchain
The blockchain is designed as a bundle of transaction data to be distributed to all nodes in the network. Blocks may be created by every node, which are containers of related information and the data of transactions. A block is typically made of a header of metadata, a record of transactions, and a reference to the previous block in the chain.
Format of Local Blockchain
The blocks of a local blockchain are mainly composed of three parts, i.e., header, device information, and transaction. The header information includes a hash value that links to the previous block, a target hash, a Merkel root, a nonce, a timestamp, etc. The device information consists of the device ID, type, and device name. The transaction consists of a sender ID to identify the initiator, a receiver ID to identify the receiver, and the type of transaction (storage, access the network, monitor). The structure of a local blockchain is illustrated in Figure 3 . 
Local Blockchain Forming
Hash algorithms are used to convert arbitrary length data to a fixed length, thus creating a hash. We use it in our blockchain design. In Figure 4 , , 2) Because hash has one-way, it is difficult to solve i d with a known i h , and so on.
3) Changes in any
Therefore, once the data is written, it cannot be tampered with unless you change the hash value of all blocks. Blockchain uses this principle to ensure that , 
Establishment of A Transaction
If a mobile node M wants to monitor the collected data from a node , d S this means it will establish a transaction with d S and other nodes will relay the data through the multi-hop manner. The work process is shown in Figure 5 . Step 1 First, M should join the network and be authenticated by its neighbor node n S according to the method described in Section 4.2.
Step 2 After being authenticated, M sends a join request packet to the .
n S
Step 3 According to the destination node ID of d S in the request packet, the n S checks whether d S exists in the local blockchain. If d S exists, then n S sends the request packet to d S hop-by-hop through the multi-hop manner; otherwise, n S responds to M about this.
Step 4 After the d S receives the request packet, it analyzes the packet to decide if the digital signature of packet is valid. If it is valid, the transaction information is added in the field of the local blockchain and d S sends the sensing data d d to .
M If necessary, the d d can also be sent to BS and store in it according to the requirements of monitoring.
Performance Analysis and Evaluation
Security Level and Overload
In this section, we will evaluate and analyze the security performance of the proposed scheme. As described in Section 4.2, each legitimate user logs this key store (unreadable self-destructive memory) on its hardware device when accessing the network. Each key is efficiently generated (uniquely determine the key) by the key storage seed K and index  shared by the user/device. There is no need to transfer keys between devices or maintain any part of the WSN application, which means that the distribution key index  does not reveal any information about the keys.
If 1
nn   , the proposed scheme is n  safe in information theory [17] , i.e., the closer n  is to 0, the closer n  is to 1.
n  is a parameter that represents the probability of two randomly selected keys being repeated, which can be understood as the probability of being cracked and can be expressed as shown in Equation (7).
It was proven that min{ ,1}
( 1) . s n t  ˆn p is shown in Equation (8). (
We set 2 n  , 128 l  bits, and t as the length of index. We obtain the result in Figure 6 . We can see that when 12 2 4096 L  bits and the seed length increases, n  becomes very small. L is stored in each sensor node, according to reference [17] . The general sensor node has at least 128kbits ROM storage space, so the L occupies less space and will not affect the use of the original sensor. We simulate it by Matlab, and the numerical results are shown in Figure 4 . We can see that when 12 2 L  =4096 bits and the length l increases, the security level will also increase. In our proposed protocol, we sent , t which impacts the energy efficiency and safety level. When l and L are fixed, the security level can be changed by changing .
t
We compare our protocol with some widely used encryption methods, as shown in Table 1 . We see that we are able to achieve a good security level with less security overload. It is beneficial to save the storage capacity of blockchain.
The Ability to Defend Against Attacks
There are many security threats in distributed systems, such as sniffing communications, discarding transactions, and creating false transactions and blocks. In this section, we will discuss how to solve these problems in our proposed scheme. 
Fraudulent Certification
The adversary tries to authenticate him or herself as a legitimate user in order to gain access to data. In our proposed scheme, the IoT devices should be authenticated through the blockchain. Once a node is added to the blockchain, it can transmit or receive information from other nodes in the network. Therefore, it is very important to verify a legal node when it joins the network for the first time. The proposed LSS method in Section 2.2 is mainly based on hardware security; according to literature [17] , from an information theoretic perspective, every data item is encrypted using its own random key. When the key length is as long as (or longer than) the message, the protocols are information theoretically β-secure, as ensured by the key management protocol.
Black hole Attack
A black hole problem means that one malicious node utilizes the routing protocol to claim itself of being the shortest path to the destination node, but it drops the routing packets and does not forward packets to its neighbours or tries to prevent the legitimate user from accessing data or services. When a transaction is established, the context is added to the blockchain, and every node in the network knows the source node and destination node. If BS finds the node is different from the node in the transaction, it will send an inspection packet to query suspicious nodes or delete the malicious nodes from the legitimate list.
Node Failure
Because the monitoring node works in an open environment, it may be invalid because of battery exhaustion or circuit failure. It may also be damaged physically, causing the blockchain to be disconnected. When this happens, nodes that cannot find upstream nodes will resend requests to neighbour nodes and re-execute the authentication process described in Section 4.2 to restore the blockchain.
Hijacking IoT Devices
When a malicious party (attacker) hijacks an IoT device, the attacker may run a chosen-plaintext attack, that is, create a plaintext, x, which is then fed to the hijacked IoT device. The attacker may then analyze the plaintext and ciphertext that was eavesdropped on the wireless channel, attempting to disclose the key. However, the probabilistic encryption procedure (see Equation (1) in Section 3) prevents the attacker from disclosing the key even with the knowledge of the plaintext and corresponding ciphertext.
Conclusion
Blockchain is a promising technology. Distributed IoT networks based on BC may solve many of the problems associated with today's centralized, cloud-based IoT solutions, including security, scalability, and cost. This paper proposes a new blockchain-based decentralized secure monitoring system. We have presented the structures of the remote monitoring system as well as the design of blockchain. The architecture and detailed operation procedures of the proposed scheme have been illustrated.
We have shown how it is possible to build a solution providing authentication mechanisms to a new node. After being authenticated, the mobile terminal can access the network and create any transaction of either storage or monitor sensing data. The security of multi-hop manner can be ensured. The application of blockchain reduces the need for manual monitoring and operation and establishes trust among users/devices. In addition, we discussed how blockchain is used to solve some of the security problems such as node failure and external attacks.
Blockchain can significantly enhance IoT performance by providing a trusted sharing service. In our system, the distributed feature of the blockchain makes the system more flexible and greatly reduces the impact of node failure. Because multiple nodes can connect quickly, the scalability is also improved. Monitoring data remains immutable over time, increasing its security.
For future research, we will investigate how to set up the proposed system in a real application. We will also evaluate the performance with respect to various metrics, such as delay and overload.
